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WDC/CCO 319.1 



8 April 1953 



MEMORANDUM FQRt Rear Admiral J. K. Wenger , Deputy Director, Intelli- 
gence, ISA 

SUBJECT t Department of the A nay Historical Division Study of German 
Radio Intelligence 



1. Attached for your information is a copy of a memorandum pre- 
pared for the Director of Intelligence, USAF, in connection with tic 
Department of the Army, Office of the Chief of “ilitary history Study, 
"German Radio Intelligence", MS Ho P-038. Copies of this manual ware 
received from Dr. R. A. Pettengill of HSA-182B. 



2. lot included in my memorandum but believed to be of " histori- 
cal interest" to you is a statement to the effect that the Russians 
captured the files of a German intercept unit at Stalingrad and almost 
immediately introduced changes in their communications security pro* - 
cedures. 



^Uvs A. thUity 

1 Ind THOMAS A. MILLER 

Report Special Assistant 

to OIC, WDC/tCO 
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7 April 1953 



SUBJECT! Department of the Amy Military History Study cf German Radio 
Intelligence 



1. Forwarded herewith are five copies of a Uepartae.-t of tie Any, 
Office of trie Cidef of Military History, study subject! "German Radio 
Intelligence" . Tide study was orig naily prepered by the Historical 
Division, Besd^uarters, European Corn— am J , under a CObFlDEaTlAL security 
classification. It has oeen re-gre.deo as SECRET fay the Department of 
the Army. The atuay itself wea prepared under the direction of German 
Lt General Albert Prmun who was chief of ti«o Ger.-^n Amy and Anted Fcreea 
Signal Communications at tie end of World tar 11. GenerU. From waa 
assisted by a number cf high ranking officers connected with German Any 
Signal Intelligence. 

2. It is the opinion cf the undersigned that this study even at 
its raised clarification of SECRET is under-classified and that if not 
warren ting codeword classification it should be at least TOP SECRET and 
its diBsefitlAhtiaa closely aontrollec aeong COalHT recipients with a 
clear statement on the domsoent that it contains infor nation within the 
aeaair.g of the Espionage Laws, Tltla 18, U. 6. C», Seotlons 793# 794 
and 797 and Title 30, 0. S. C. , Sections 46 sad 46a. Transmission -r 
revelation of its oontents In any manner to an unauthorised person is 
prohibited fay lew. This opinion has been brought to tie attention of 
Mr. Jobs F. O'Gera, Supplemental Research Branch, G-2, and it la under- 
stood that he is pursuing tbs aatter further within their own channels. 
However, if *r. 0* Gera's efforts aect with no response, it is reoostaend- 
sd that the D/I, DSAF, nay wish to bring the tetter to the attention of 
USCIB. Reasons for the recoar ended further up- grading of tie study 
derives from the folio* ing considerations! 
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PL 86-36/50 USC 3605 




e~. On page ikj of the study the following examples are 
given of the information which the Germans derived from Russian plain 
texts 



"Strategic radio intelligence direeto.; telnet the Russian 
war production effort provided a wealth of ixii'jrfiiation far the 
evaluation of Russia's idlltary potential. G*< in* to the general 
dearth of lon^ -distance telephone and teletype land circuits, rad* 
io communication assumed an especially important role in Russia 
not only ar> an instrument of ailiutry leadership out also as ths 
aedlua of civilian co ^aunioation in a widely decentralised econ- 
omy. In kee r -in,/ v ith its large volume, most of this Russian 
radio traffic mnt transmitted by automatic means, as explained 
in Appendix 7. Tha Carrion Army intercepted this traffic with 
corresponding automatic equipment and evaluated it at the comm— 
unication intelligence control center. Multiplex radio tele type 
links connected Moscow not only with the so-called fronts or 
army groups in the field, but also with ths military district 
headquarters in Leningrad, Tiflis, Baku, Vladivostok, and in 
many other cities. In addition, the radio note us ad for inland 
navigation provided an abundance of information. Although this 
meohstnically transmitted traffic offered s higher degree ef 
security against intsroeptlon, the Russians used the same crypto- 
systems as in the field for sending important military messages 
over these circuits. Ihe large volume of intercepted material 
offered better opportunities for German cryptanalysis. Strateg- 
ic radio Intelligence furnished information about ths activation 
of nee unit;- in the sons of interior, indue trial production re- 
ports, requests for material and replacements, complaints orig- 
inating from and problems arising at the production canters sad 
admin i strati vs agendas in control of ths war economy. All this 
information was indexed at the communication intelligence control 
center where reports were drawn up at regular intervals on tbs 
followinr aspects of ths Russian war production effort* 



"Planning and construction of new factories) 



"Relocation of armament plants) 
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•Coal end iron or* production figure* f 

•law material and funl requirements for Industrial plant*) 

•Teak end gun production figure*) 

Transportation facilities and problem) 

■Railway, inland shipping, and air ooaunni cations) 

■Agricultural production) 

■Food distribution and rationing eoasures) 

■Manpower, la bear allocation, and other relevant natters* 

■Strategic radio intelligence thus sad* s slight dsot in 
the Iron Cwtala, which during the war was drawn even nor* tight- 
ly than at present, nod offered sane insight into the operation 
of the nost distant Siberian production centers and the tremend- 
ous war potential of that as— Ingly endless expanse of land** 




3 . The study itself is of considerable interest In the review 
It presents of German Amy experience with signal intelligence before 
and during World tar II. It mgr be noted, however, that the British 
and 0. S, COKIWT authorities oonducted thorough investigation of Axis 
signal intelligence In World tar II laaediately after the close of 
hostilities. This investigation was known as TI00H* and a couplet* 
nine volume history incorporating the results of the invest lag tioa 
eas prepared by Amy Security Agency in 1916 (Xwropean Axis Signal 
Intel ligenee in World War 11 as Revealed by TI0Q8* Interrogations) . 

The Goman authors of the present report have not been completely can- 
did in their write-up and a nusber of amissions have been observed as 
well as a nusber of very interesting points which they were able to 
aake in reviewing their wnr-tins organisations* Among the point* 
which they have covered are the following i 



a* In discussing German radio intelligence during the Poliak 
campaign they point out the cue cess of Gorman radio intelligence in 
identifying the Polish Amy deployment areas due to the Poise 1 failure 
to observe radio silenoe . They soma anted that the Goman Aray suffer- 
ed from an insufficiency of notarised intercept. Mow ever, they failed 
to mention that this deficiency was act by a loan of motorised inter- 
cept faeilitiea from cm of the rival Geraan signal intelligence 
agencies, the Porataongsoat, which was the Iasi party signal intelli- 
gence agency responsible to Goring . They also eoaaent on the panic 



among the Polish eommuaioal 



resulting from German air 
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supremacy and the apparent faar of the Foies that any transmission re- 
sulted in the location of tbe transmitter ley German D/F and immediate 
•ir attack on tha tranamittar. They further cos ant that tha German 
ooaanml cations troops t ha— Iras eapr a a Bad similar penis during tha 
Normandy invasion and finally oanaast that the fear sea actually 
groundless since it is impossible to provide the D/F which wouxd be 
aaeesaary. A result of tha Polish eoaauni cations failure was that 
tha Poles general staff was unable to eomnunleate with its own unite 
and, therefore, could only tall the actual situation of their forces 
from tha German official newa releasee . tha Germans commented that 
they corrected this mistake in future campaigns but that they than* 

6 elves depended on Allied news broadcasts during the latter stages of 
the tar in the west. 

b. In connection with tha German invasion of Norway, tha 
German authors disouss soma of tha successes which German Ar*y intercept 
achieved but there is no mention of the reported German tactics from 
COftLUiT of British and French plans to launch an occupation of Norway 
before the German invasion. TICOti investigations of German Navy 
COMINT activities elicited a statement to the effect that the Germans 
had read such British and French plans and, therefore, launched tha 
German invasion of Norway as a preventative measure. 

e. The German authors refer to their successful interception 
of 0. 6. Amy traffic frost units in training r it bin the II and they 
indicate that one of their moat useful tools was the AFO number which 
they could Identify in training activities and then follow to e FOB 
and eventually overseas. TICOJf investigations did not develop the 
point that the Germans had been able to monitor U . S. training activit- 
ies within the 21. Obviously, German ability for such successful 
intercept can be replaced by the Russians at the present time. 

d. In connection with Rommel's African campaign, the German 
authors discuss the trains which Rommel placed on German signal intelli- 
gence but the present paper implies that this was derived solely from 
units in support of the African Corps. Accordingly, the German Any 
High Commend Signal Intelligence Agency provided special lntereept 
facilities in Italy to monitor tha enciphered traffic of the U. S. 
Military Attache in Cairo and the solutions of his sassages were tele- 
typed to Rommel. M ew m es r, 'the present German study uakee me reference 
to this ■Fellers* incident. 



e. The German authors refer to the security of U. S. high 
level eemmunica tlans but aaJce the positive statement that the American 
field cipher device (presumedly the tt-209) we compromised end contin- 
ues *. . . messages enciphered by this system aould at first be solved 
only after a delay from two to four days. Later on when nore date bad 
been gathered, only a few hours were needed.. .* 0. 6. communications 

security people have tended to deny German claims to heve solved M-209 
traffic in lees than 48 hours. 
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f. The German author* refer to a an kind of interoept opera- 
tions during the closing day* of the war abac VHF traffic waa monitored. 
The Interesting point to this rafaranea to tha auoeeseful lntaraapt of 
nr trafflo by tha Gamut Amy at this lata data is that this lntaraapt 
was actually provided by Gamas Air Force unit* irho had boss intercept- 
ing IV traffic far sosa tina previously. ihe Gamaa Amy authora Of 
this study apparently prefer to gloss over the fact that one of their 
rival* had made tha lntaraapt poaaibla* 

K« Zn connection with Goraan COMIHT affarta against espionage, 
tha Gaman author* began to present a rat quite accurate picture, t ha 
uncritical reader of tha present study would infer that tha Gaman 
High Cana and of tha Armed Fores* and tha Gaman Amy Signal Intelligence 
people had bean responsible far a carefully worked out program for in- 
tercepting tha traffic, D/Fing Us location sf tba radio traaemittere, 
and suppression of tha agents involved. Actually, the Garaeva aura 
caught by surprise by tha voluae of agent traffic and the High Coma ad 
of the Arsed Forces accordingly vara forced to improvise so that tha 
German Amy provided tha cryptanalysis, the Gaman Navy provided la- 
te reap t operators and the Certain Air Force detached a complete intercept 
company for work in occupied France . (It us..- tils lntaraapt ooapany 
which provided the VHF intercept aantiotxei above) The Germans do refer 
to their enbarraasnant at detecting two Russian agents among tha crypt- 
analysts of the High Cotut and of the Armed Force* ejsney. Closely re- 
lated to the radio agent traffia in tha wo^t wad the fantastic nunber 
of radio transmissions emanating fro * the iiuaaiau partisan end guerrilla 
traits coral t tad behind tha Gaman lines in the east. The number of 
these transalcfiocLB beoana so great that i.a 1944 the Gaytans were 
forced to reaove a complete signal intelligence regiment froc; copying 
Russian Amy traffic end assigning it to tha partisan and guerrilla 
units. This is indicated in tha present study by tha Gaman Army authors 
but they do not rsfer to tha dose relationship necessary with tha 
German Air Force radio Intel 11 gene a which arose from tha Russian employ- 
ment of thoir long range Air Forces to eupply the guerrilla band* and 
to drop pmraebute agents behind the lines. One German report available 
to TICOM indicates that Soviet planes ranged over western Europe end 
even into Spain as lata as 1945 on sueh mi scions, 

h. TICOil records reveal that Gaman signal intelligence unite 
ware in place as early as January 1941 along the asst front and cap- 
tured files show a fairly detailed Russian order of battle on the 
various Russian army troupe awaiting tha Gaman attack. Goman author is, 
however. Indicate that these results vara cot ac complete as bad been 
previously inferred. 



i. In the field of German cryptographic security, the present 
study implies that the German authors direeted all phases of a co- 
ordinated Gaman eryptogra; hie security program from thoir position In 
the Hi^h Coa-ir.nd of tha Armed Forces and the Army High Command. Actually, 
both the German levy sad tha German Air Force differed severely with tba 
Gena n High Cosutuiri of the Armed Forces on the question of tbs security 
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•f the Genas high lavel cipher aaehiaa. As % matter of faet, Gmua 
Air form cryptographers di aagreed with the opinion of the experts in 
the high Coaaand of the Arsed far cob and introduced certain ehangee la 
the eel gee which sad* it, as far an the Qeraan Air force eae ooncerned, 
a a cere against Allied crypt&nalyais. If the High Casuxnd of the Arsed 
Foreee had follow ad the reeosnandatl one of the German Air fore# crypto- 
grapher* , 8. S« and British cryptanalysis would have been sosewfaat 
handicapped. It le interesting to note, however, that apparently the 
Gersan authors continued to have no quala* as to the security of their 
high level cryptographic devices, at iaast up to the tine they wrote 
the present study. 
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THOfcUA A. mum 
Special Ascistant 
t QIC, BDC/CCO 
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